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JdenapTameHT rocygapCcTBeHHOW nonmuTukn B cdepe obuwero obpasoBaHnsa MuHobpHaykm Poccum
HanpaBnsieT [Ana cBefeHus pas3paboTaHHble BpemeHHon komuccmen Coseta Pegepaumm nNo  pasBUTUIO
NHOpPMaLMOHHOTO 06LLecTBa METOAMYECKME pekoMeHAauMM O pasMeLleHun Ha MHAOPMAUMOHHBLIX CTeHOaXx,
omLmanbHbIX MHTEPHET-CalTax n ApyrMx MHOPMaLMOHHBIX pecypcax o6LieobpasoBaTenbHbIX OpraHnsauuin u
opraHoB, OCYLLEeCTBMSAOWMX ynpaeneHWe B cdepe obpasoBaHus, MHdopmauum o 6e3onacHoOM nosegeHun u
ncnonb3oBaHun cetn "NHTepHeT".
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MpunoxeHue

METOANYECKUE PEKOMEHOALMUN
O PASMELLEHUX HA UHOOPMALIMOHHBLIX CTEHAAX, OPULIMATIBbHbBIX
WHTEPHET-CAATAX U APYIUX UH®OPMALIMOHHBIX PECYPCAX
OBLUEOBPA30BATENbHbLIX OPFAHU3ALUA U OPFTAHOB, OCYLLECTBNAIOLLINX
YNPABJNEHUE B C®EPE OBPA30BAHUA, UHOOPMALIMN O BE3OMNMACHOM
NOBEAEHUU N UICNOJIb3OBAHUU CETU "MIHTEPHET"

Okcneptamn 1 uneHamum BpemeHHon komuccum CoseTa Pepepauum no pasButUO MHAOPMALMOHHOMO
obuiecTBa B paMkax BbIMOMHEHMS PEKOMEHAALMA NapnaMeHTCKMX criyllaHuin "AKTyanbHble BONpoCkl obecneyeHms
©e30nacHOCTU 1 pa3BUTUS AeTeln B MHOPMALMOHHOM NpocTpaHcTBe", koTopble npownu B CoBeTte Pepepaumm 17
anpens 2017 r., 6binn paspaboTaHbl MeToOUYECKME peKkoMeHOauMM O pasMeLleHMM Ha MHAOPMAaLMOHHbIX
cTeHpgax, odmumanbHbIX WHTEPHET-CanTax W ApyrMx WMHAOPMALMOHHBIX pecypcax obulieobpasoBaTenbHbIX
OpraHusaumMm U OpraHoB, OCYLLECTBMSIOWMNX yrnpaBreHne B cdepe obpasoBaHusi, UHopmauum o 6e3onacHom
noBeAeHMM 1 Ucnonb3oBaHun ceTn "UHTepHeT" (ganee - MeToanyeckmue pekoMmeHgaumm).

MeToandeckne pekomMeHOauuM HarnpaBfeHbl Ha KayeCTBEHHOE MOBbILWEHNE YPOBHS WMHOPMaLMOHHOM
neaTenbHocTM o0LWeobpa3oBaTenbHbIX OpraHn3aumMi M OpraHoB, OCYLLECTBMSAOLWMNX YnpaeneHne B cdepe
obpa3oBaHMsi, B 4YacTM WHPOPMMPOBAHMS Yy4yalUMXCs, WX poauTenen (3akoHHbIX npeacTaBuUTenen) wu
negarornyecknx paboTHNKOB 06 OCHOBHLIX acrnekTax MHopMaLnMoHHON 6e30nacHOCTH.

MeTognueckme  pekomeHgauum no3BonAT  obuweobpasoBaTenbHbIM  OpraHu3auusM 1M OpraHam,
OCYLLIECTBNSAOLWNM ynpaBreHne B cepe obpas3oBaHns, akTyanmsmpoBaTb YKe MCNOoNb3yemMble U pa3meLLeHHble
MHGOPMALMOHHBIE MaTepuarbl, Tak U MOArOTOBUTb MX B Clydae WX OTCYTCTBUSA C YYETOM NyuYlIUX NPaKTUK U
pekomeHaauunn.

B pamkax meToamnyecknx pekoMeHaaumnn paccMaTpuBaroTCs cnefyrowmne NHCTPYMEHTbI:

1. HCpbOpPMaLMOHHbIE CTEHABI;

2. opmumanbHble MHTEPHET-PECYpPChl;

3. cpegcTBa MaccoBoW MHbopMauun (LLUKOMbHbIE ras3eThbl, NeAarorMyeckne usgaHus v gpyrue).
UHdopMaLMOHHbIe cTeHAbl

Ha wuHdopMaumMoHHbIX CcTeHgax B 06LieobpasoBaTenbHbIX OpraHn3aumsix, pacrnorioXeHHbIX B hore
yuypexneHun n B KabMHeTax, OCHaLLEHHbIX NMepCcoHarnbHbIMW YCTPOWCTBAMKU AN Bbixoda B ceTb "MHTepHeT",
pPEKOMEHAYETCH pPa3MeCTUTb MH(OPMALUOHHBIE MaMSTKWA, COOEepXaliMe OCHOBHblE COBETblI MO OOecnevYeHuto
MHGOPMALIMOHHOM 6E30MacHOCTN YYaLLMXCS.

B NPUITOXeHUN N 1 K meTogmMyeckmm pekoMeHaaunam npeacrtasriieH 06pa3eu, NaMATKMN And pa3MeLlleHna Ha




VIH('.bOpMaLI,VIOHHbIX cTeHaax.
CpepcTtBa MaccoBow MHgopmauumn

B cpencrteax MaccoBOu MH(bOpMaLI,VIVI, OPUEHTUPOBAHHbIX Ha 06yqa+ou.|,v|xc;|, pekomMmeHOyeTca B TeYeHue
yqe6Horo roga peryndapHo I'Iy6J'II/1KOBaTb MHd)OpMaLLMOHHbIe MaTepuanbl, NOCBALWEHHble OTAEellbHbIM achnekTtamMm
MH(*)OpMaLlMOHHOVI ©e30onacHoOCTH, a Takke pa3nnyHble NaMAaTKn obuero XapakTtepa.

B cpeactBax MmaccoBoM MHOpMaUMM, OPUEHTUPOBAHHLIX Ha MNeJarorMvyeckyld  ObLLEeCTBEHHOCT,
pekoMeHOyeTcs B TeYeHuWe KarleHgapHoro roga perynsipHo nybnukoBaTb WHOPMaLUMOHHbIE MaTtepuanbl,
MOCBSILLEHHbIE OTAEMbHBIM acrnekTam MHOPMaLUMOHHON 6e30MacHOCTM Kak HeCOBEpLUEHHONETHUX, Tak W
obLieobpa3oBaTenbHbIX  OpraHusauuii, a Takke pasnuyHble namsaTkM, 0030pbl  HOPMAaTUBHO-NPaBOBOrO
perynupoBaHusi aHHoW cdhepbl M MHGOPMAaLIMIO O aKTyarbHbIX MEPONPUSTUSIX U COBBLITUSAX B AaHHOW cdepe.

B xope npoBepeHus EguHoro ypoka no 6esonacHoctn B ceTtu "UHTepHeT" pekomeHayeTcs obecneynTb
BbIMYCK TeMaTM4eCKOro BbiMyCka CpPeACcTBa MacCoBOM MHdpopmauun nubo cepum nybnvkauui, cpegu KOTOpPbIX
pacCMOTPETb OpraHM3oBaHHbIE MEPONPUATUA Anst 00y4aroLwmxXcs, UX poauTenen (3akoHHbIX nNpeacTaBuTENen) u
negarorm4eckon obLLEeCTBEHHOCTMY.

OdmumanbHblie UHTepHeT-pecypchbl

ObweobpasoBaTenbHbIM OpraHU3aumaM pPeKkoMeHAYeTCs Ha CBouX oduumanbHbiXx WHTEpHeT-pecypcax
obecneunTb YHKLUMOHMPOBAHME CaMOCTOSITENBHOIO M Ccneunanu3npoBaHHoro pasgena "HdopmaumoHHas
©e3onacHoOCTL", B pamkax KOTOPOro NpeaycMoTpeTb pasMeLLeHne creayoLlen nHdopmaumu:

N Paspen/nogpasgen | ®opmaT npeacraBneHus CogepxaHvne matepuanos
maTepuanoB
1. |JlokanbHble Konunn ookymeHTOB B PasmeLllatoTca KONun JOKYMEHTOB, T.€.

HOopMmaTMBHbIE akTbl B | dopmaTe *PDF CKaHMPOBAHHbIV BapuaHT JOKYMEHTa,
cchepe obecneveHus COOTBETCTBYIOLLNIA TpebOoBaHNAM K
NMHopMaLMOHHON napameTpam CKaHWpPOBaHWSI.
©e3onacHocTn PasmeLllatoTca OKYMEHTHI,
oby4aromxcs pernameHTpyloLLne opraH1u3aumio u

paboTy C NepCcoHanbHbIMWN AAHHBLIMU,
niaHbl MeponpuaATUA No obecrneyeHnto
MHopMaLMOHHOM Be3onacHOCTU
obyuvarowuxcs n gpyrue.

2. |HopwmatumeHoe Konunn ookymeHTOB B My6nukyroTCa akTyanbHble CBeAEHUs O
perynvpoBaHue dopmate *PDF denepanbHbIX Y perMoHanbHbIX 3aKOHax,
nucbmax OpraHoB BriacTu 1 apyrue
HOpPMaTMBHO-NPaBOBbIE LOKYMEHTHI,
pernameHTupytowme obecrneyeHne
MH(popMaLMOHHOM Be3onacHOCTU
HecoBepLUeHHOMNeTHMX. JJonyckaeTcs
BMECTO KOMUIA pa3MeLLaTb Mnepcchifikn Ha
COOTBETCTBYHOLLME AOKYMEHTbI HA canTax
OpraHoB rocyapCTBEHHON BracTw.

3. MNeparornyecknm TekcT Ha cTpaHuue Pasmelyatotcs metognyeckme
paboTHMKam canta peKoOMEeHAaLMM U yKa3bIBaeTCS
Konuun gokymeHTOB B MHopMaLUsa 0 MepPONpUATUSIX, MPoeKTax
dopmate *PDF M nporpaMmmax, HanpaBfeHHbIX Ha

noBblILLIEHNE NH(POPMALIMOHHON
rPaMOTHOCTM NeJarormiyecknx paboTHNKOB.

4. | Obyyvaowmmecs TekcT Ha cTpaHuue Pa3smelyaetcsa nHpopmaLumoHHas namsaTka
cavTta (mpunoxexue N 2) n ykasbiBaeTcs
MHOPMaLMA O MepoNpUATUSAX, NPOeKTax




W nporpaMmmax, HanpasfeHHbIX Ha
noBbILLEeHEe MHAOPMALMOHHOM
rPaMoOTHOCTM 0By4YatoLLMXCS.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CcTpaHuLe Pasmellaetca nHgpopmMaLMoHHasa namsitka
npeacraBuTensm) cavTta (npunoxenue N 3).
obyvatomxcs

6. |[Oetckue 6esonacHble | TeKCT Ha CTpaHuLe Pasmewyaetcs nHdopmaums o
cauThbl cavTta peKOMeHAyeMbIX K UCNOSb30BaHMIO B

y4ebHOM npouecce H6e3onacHbix canTax,
©aHHepbl 6e30nacHbLIX 4EeTCKMX CaliToB.

OpraHam, ocyLlecTBnsoWMM yrpaerneHne B coepe obpa3oBaHnsi, peKOMEHAYETCS1 Ha CBOMX odomumarnbHbIX
VHTepHeT-pecypcax obecneynTb (YHKLMOHMPOBAHNE CaMOCTOATENBHOO M CheuuanMsMpoBaHHOIO pasgena
"MHdopmaLumoHHas 6e3onacHoCTL", B paMkax KOTOpPOro npegycMoTpeTh pasMeLleHre crieqytowen MHdopmaumm:

Mpunoxexne N 1

NAMATKA
Ons OBYYAIOLMUXCA OB UHOOPMALIMOHHOM BE3ONACHOCTU OETEN

HENb3A

1. Bcem nogpsig coobuiate CBOK 4acTHY MHGOPMaLMIO (HacToswme uMms, dbamunuio, TenedoH, agpec,
HOMEp LLKOSbI, a Takke doTorpadumn CBoU, CBOEN CEMbM 1 ApY3eEN);

2. OTKpbIBaTb BNOXEHHbIE halnbl 3NIEKTPOHHOM MOYThI, KOr4a He 3Haellb OTrnpaBuUTens;
3. ['pybuTb, NpuampaTbCs, OKka3biBaTb AaBEHME - BECTU ce0s1 HEBEXITMBO U arpeCcCUBHO;
4. He pacnopsixancsa geHbramm TBOen cembn 6€3 paspeLleHns cTapLumx - Bcerga crnpallvBan pogutenem;

5. He BcTpevancsa ¢ VHTEpHET-3HAKOMbIMU B pearibHOM >XM3HW - MOCOBETYMCS CO B3POCHbIM, KOTOPOMY
JoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaBgy. YuTtaewb o cebe Henpaeay B VIHTepHeTe - coobwm o6 3TOM CBOMM pOAUTENSM
Unn onekyHam;

2. MNpurnawaroT nepenncbiBaThCs, UrpaTb, 0OMEHNBATLCS - NPOBEPb, HET M NOOBOXA;
3. He3akoHHoe konupoBaHue ¢ainos B VIHTEpHETE - BOPOBCTBO;
4. Bcerga pacckasbiBal B3pOCrbiM O Npobriemax B CETU - OHM Bcerga noMoryT;

5. Vicnonb3yn HacTpowkn 6e30nacHOCTM M NPMBATHOCTU, YTOObI HE MOTEPSITb CBOU aKKayHTbl B COLICETAX U
Opyrix nopTanax.

MOXHO
1. YBaxan gpyrux nonb3oBaTenen;
2. Nonb3yelwbea NHTEPHET-UCTOYHUKOM - [ieNai CCbIKY Ha Hero;

3. OTKprBaVI TOJ1bKO T€ CCbIJ1KM, B KOTOPbIX YBEPEH,




4. O6LaTbcs 3a NOMOLLbIO B3POCIbIM - poanuTernun, onekyHbl U agMMHUCTpauna canToB Bcerga NOMOTYT,

5. Mpongn obyyeHne Ha caiTe "CeTeBUHOK" 1 NOMyYKn NacnopT LM(pPOBOro rpaxgaHuHal

Mpunoxexue N 2

WH®OPMALIMOHHAA MAMATKA
OnA OBYYAIKOLWMXCA ANA PASMELLEHUA
HA O®ULIMATNIBbHBLIX UHTEPHET-PECYPCAX

C KaxabiM rogom MoIoaexu B MHTEepHeTe CTaHOBUTbCA Oonblle, a LKONMbHUKK OAHUN U3 CaMbIX aKTUBHbIX
nonb3oBaTenemn PyHeTa. Me>|<,u,y TeM, NOMMUMO OrpoOMHOro KoJln4dyecTBa BO3MOXXHOCTEN, WHTEpPpHEeT HeceT U
ﬂp06ﬂeMbI. OTa namsTka QOormkKHa NOMOYb Tebe Ge3onacHo HaxoauTbCA B CeTU.

KomnbloTepHbie BUPYChI

KomnbloTEpPHBIN BUPYC - 3TO PasHOBUAHOCTb KOMMBIOTEPHbIX MPOrpaMm, OTIIMYUTENBHON OCOBEHHOCTHLIO
KOTOpOW SBNSIETCA CMOCOOHOCTb K pa3MHOXEeHMto. B gonomnHeHve Kk 3TOMy, BMPYCbl MOTYT MOBpPeauTb MNu
MOMHOCTLID YHUYTOXMTb BCe (pannbl U AaHHble, NOAKOHTPOSbHbIE MOMb30BaTENt0, OT MMEHU KOToporo Obina
3anylleHa 3apaxeHHas nporpamma, a Takke NOBpeaUTb UMK AaxXe YHUYTOXNTb OnepaunoHHY0 CUCTEMY CO BCEMU
dannamu B uenom. B 6onbLlINHCTBE CcrydyaeB pacnpoCTPaHAKTCS BUPYChl YEpe3 UHTEPHET.

MeToab! 3aLmThl OT BPEAOHOCHBIX MPOrpaMmm:

1. Vcnonb3yn COBpPEMEHHbIE OMNepauUMOHHbIE CUCTEMbI, MMEIOLLNE CEPbE3HLIN YPOBEHb 3alUTbl OT
BPEAOHOCHbIX Mporpamm;

2. lMocTosiHHO ycTaHaBnuBam NadT (UMGPOBbIE 3annaTkM, KOTOPble aBTOMAaTU4EeCKM YCTaHaBMMBAKOTCA C
uenbo gopaboTkm nporpaMmmbl) U Apyrne OOHOBMEHUSA CBOEW OnepaunoHHOM cucTembl. CkaumBan MX TOSMBbKO C
odmumanbHoro canta paspabotumka OC. Ecnm cylwecTByeT pexxMum aBToMaTU4eCKoro 06HOBMNEHMWS, BKIOYM €r0;

3. PaboTan Ha cBOeM KOMMbIOTEPE MOA NpaBamMu Monb3oBaTens, a He agMUHUCTpaTopa. ATO HE NO3BONUT
GONbLUMHCTBY BPEAOHOCHbIX NPOrpaMM MHCTanIMpPoBaTLCS HA TBOEM MEPCOHANIbHOM KOMMNbIOTEPE;

4. Ncnonb3ynm aHTMBUPYCHblE MpPOrpaMMHble NPOAYKTbl M3BECTHLIX MPOM3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHuem 6as;

5. OrpaHunyb punsnyeckunin JOCTYN K KOMMbIOTEPY OS5 MOCTOPOHHUX JINLL;

6. Vcnonb3yin BHELWHNE HOCUTENN MHPOPMaLUW, Takne Kak deLuka, QUCK unu davin u3 UHTepHeTa, TOSNbKO
13 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBain KOMMbIOTEPHbIE (painbl, NOMyYeHHble U3 HeHaOEeXHbIX WUCTOYHUKOB. [axe Te dhaunbl,
KOTOpble npucran TBOW 3HaKOMbIW. Jlyylle yTO4YHM y HEro, oTnpaBnsn fiv oH Tebe nx.

Cetn WI-FI

Wi-Fi - 3TO0 He BMA nepefayv OaHHbIX, HE TEXHONOMMs, a Bcero nuwb Opena, mapka. Ewe B 1991 rogy
HuaepnaHackas Komnanus 3apeructpuposana 6peHg "WECA", yto ob6osHauvano crnoBocodeTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcs Kak "decnpoBogHast TOMHOCTL".

[o Hawero BpemeHu fowrna gpyras abbpeBuatypa, KoTopasi ABMSETCS TakOW Xe TexHonormewn. 370
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue GbINIO 4aHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW TeXHUKN Hi-Fi, 4to
B NepeBoe 03HavaeT "BblCOKas TOYHOCTL".

a, OecnnaTtHbIN MHTEPHEeT-O0CTYyNn B Kacbe, oTenax M asponoptax ABIAeTCA OT/IMYHON BO3MOXHOCTbIO
BbIXO4a B MHTEPHET. Ho mHorne 9KCMNepPTbl CHUTAKOT, 4YTO OGLLI,GLI,OCTyI'IHbIe Wi-Fi ceTn He aBnsitoTcs 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTn paboTsl B 00wenocTynHbIx cetax Wi-fi:




1. He nepepaBan cBoto nuuHyto MHopmauuio yepe3d obuwiepgoctynHoele Wi-Fi cetn. Pabotas B HMX,
XenaTenbHO He BBOAUTb Naponu A0CTyna, NornHbl U Kakme-To HoMepa;

2. Ncnonb3yii n 06HOBNSA aHTUBUPYCHbIE NporpaMMbl U 6paHamayep. Tem cambiM Tbl 06e3onacuilb cebs oT
3aKayku BUpyca Ha TBOe YCTPOWCTBO;

3. Mpwn ncnonbsoaHun Wi-Fi oTkrtoumn pyHkumio "O6LWwmin goctyn Kk pannam v npuHtepam”. JaHHas pyHKums
3aKpbiTa MO YMOMNYaHWIO, OOHaKO HEKOTOpble MOoNb3oBaTeNU aKTUBUPYKT ee Ana yaobcTBa MCNOMb30BaHWs B
paboTe nnn y4yebe;

4. He ucnonb3ay nyonuunein WI-FI ona nepegayn nuyHbIX AaHHbIX, HAaNnpuMep Ans BbIXOA4a B couumarnbHble
CETU UMW B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yn TonbKo 3aluweHHoe coeguHeHue vepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedpoHe oTknoun dyHkumio "MogkntoveHme k Wi-Fi aBTromatmueckn". He ponyckan
aBTOMAaTUYECKOro NOAKMNoYeHUs ycTporicTea k ceTam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

COLI,I/IaJ'IbeIe CeTh aKTUBHO BXOAAT B HalWly >XMU3Hb, MHOrne noaun pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apermctpupoBaH Munnuapg YeroBeK, UYTO SIBNSETCA OO4HOW CeAbMOW BCEX XWUTENen MraHeThl.
MHorne nonb3oBaTenu He NMOHUMAKOT, YTO I/IHCt)OpMaLLI/Iﬂ, pasmelleHHaa nMn B counarnbHbIX CEeTAX, MOXeT ObITb
HaleHa 1 Ucrnonb3oBaHa kem yrogHo, B TOM Yncne He ob6sa3aTernbHo ¢ 6rnarumm HamepeHUsiMu.

OcHoBHbIe coBeTbl N0 6e30MacHOCTU B COLMAnbHbIX CETAX:
1. OrpaHunydb cnmcok apysen. Y 1ebs B Apy3bsaX HE JOIDKHO ObiTh Cy4arHbIX U HE3HAKOMbIX NoAewn;

2. 3awmuian CBOK 4acCTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, Aaty TBOEro poXAaeHus u
OPYIYH0 NUYHYI0 MHOPMaUMO. 3MOYMbILLIIEHHWUKM MOTYT MCMOMb30BaTh Aaxe UHPOPMAaLUMIO O TOM, KakK Tbl U TBOM
POAMTENMW NNaHNpyeTe NPOBECTUN KaHUKYIbI;

3. 3awumLan ceoto penyTaumio - 4epXK ee B YACTOTE M 3agaBan cebe Bonpoc: xoTen 6bl Tbl, YTOOLI Apyrne
nornb3oBaTeny BUAENN, YTO Thl 3arpyxaelub? MNMogymMan, npexae Yem 4YTo-To onybnukoBaTh, HANMCaTb U 3arpy3nThb;

4. Ecnu Tbl roBopuLLb C NOAbMU, KOTOPLIX HE 3HaeLUb, HEe UCMOMNb3YI CBOE pearnbHOe UMs U APYTYHO JINYHYH
MHpOPMaLIMKN; MMS, MECTO JKUTESNbCTBA, MECTO y4ebbl 1 Npoyee;

5. UN3beran pasmelleHus doTtorpacdpun B MIHTepHeTe, roe Tobl M306paXKeH Ha MECTHOCTU, MO KOTOPOW MOXKHO
onpenenuTb TBOE MECTOMOSOXKEHHUE;

6. Mpu perucTpauum B coumanbHOM ceT HeOBXOAMMO UCMONb30BaTh CIIOXHbIE MapOsv, COCTOSLME U3 OYKB
M UMdpP U C KONMMYECTBOM 3HaAKOB He MeHee 8;

7. Ans coumanbHOW ceTu, NOYTbl U APYrMX CanToB HEOOXOAMMO UCMONb30BaTh pasHbie naponuv. Toraa ecnm
TebS B3NOMatoT, TO 3MOYMBbILLFIEHHUKM NOMyYaT AOCTYM TOMbKO K OAHOMY MECTY, a He BO BCE Cpaa3y.

OneKTpPOoHHbIe AeHbIN

OneKTPOHHbIE AEHbIN - 3TO OYeHb YAOGHBIM Cnocob nraTexen, 04HaKO CYLLECTBYHOT MOLUEHHMKU, KOTopble
XOTAT MOMYyYUTb 3TU AEHbIN.

OneKTPOHHbIE [AeHbIV MOSIBUIUCL COBCEM HEQABHO W MMEHHO M3-3a 3TOr0 BO MHOMMX rocydapcTBax A0 CUX
Mop He MPOMMUCaHO MPO HKX B 3aKOHaX.

B Poccum xe oHM bYHKLMOHUPYIOT M O HMX YXKe MPOMMCaHO B 3aKOHe, roe WX pasgensiioT Ha HEeCKONbKo
BMOOB - @HOHMMHbIE U He aHOHWMHble. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoAUTb onepauun 6e3 uaeHTUdUKaLMK NoMb3oBaTens, a B HEaHOHUMHbIX WUAeHTUMMKaLUUS nonb3osBaTens
aBnsAeTca obsasaTenbHON.

Takke cnenyet pasnuyaTtb 3JEeKTPOHHbIe CbI/IaTHbIe O€EHbIN (paBHbI rocyaapCTtBe€HHbIM BaJ'IPOTaM) n




ANEeKTPOHHbIE Hed)VIaTHble AOeHbIrn (He paBHbI roCyaapCTBEHHbLIM BaJ'IlOTaM).
OcHoBHbIe coBeTbl No 6e3onacHON pa60Te C ANEeKTPOHHbIMW OEeHbramMmu:

1. MpuBsXN K cHETY MOOUNbHbLIN TenedoH. JTO cambliii YA0OHBIN U BbICTPbLIN CNOCO6 BOCCTAHOBUTL JOCTYM K
cyety. [NpuBaA3aHHbIN TenedoH MOMOXET, ecnu 3abydellb CBOW NNaTeXHbIi Naponb WX 3aigellb Ha CalT C
HEe3HaKoOMOro yCTPONCTBa;

2. Vicnonb3yn ogHopasoBble naponu. Nocne nepexoga Ha yCWUIeHHy0 aBTopusauuio Tebe yxxe He Oyoer
yrpoXaTtb ONacHOCTb KpaXku UM nepexearta nnaTexxHoro napons;

3. Bbibepu cnoxHbein naponb. NpecTynHukam OyaeT He NPOCTO yragaTb CIOXHbIA Naponb. HagexHble
naponu - 9To Naporu, KOTopble coaepXxaT He MeHee 8 3HaAKOB M BKITHOYalOT B ceb5 CTPOYHbIE M MPOMUCHbIE BYKBbI,
LUMpbl U HECKONbKO CMMBOSOB, TakMe Kak 3Hak gonnapa, (yHTa, BocknuuaTenbHbld 3Hak v T.n. Hanpumep,
$tRONg!;;

4. He BBOAW CBOM NYHbIE AaHHbIE HA canTax, KOTOpPbIM HE JOBepAeLlb.

OnekTpoHHas nouTta

OnNeKTpoHHas noyTa - 3TO TEXHOMOrMA W NPedocTaBnseMble €0 YCyrM MO Mepecbinike W MOsTyYeHUHo
3MNEKTPOHHbIX COOOLLEHUI, KOTOPbIE pacnpenenstoTcs B KOMMboTEPHON ceTu. OBbIYHO SMEKTPOHHbLIA NOYTOBbIN
AWMK BbIMAAUT criegyowmm obpasoMm: MMA_Monb3oBaTensa@umsa_aomMeHa. Takke Kpome nepegadn npoctoro
TeKcTa, MMeeTCs BO3MOXHOCTb NepeaaBaTth hannbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHOW MNOYTOMN:

1. Hapo BbiOpaTb nNpaBuWrbHbIA MOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpoMHbIN BbIGOp GecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO Ny4Lle JOBEPATbL TEM, KOTO 3HAELLb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBal B JNWYHOM MOYTE JNIMYHYO  WHopmauuto. Hanpumep, nydwe  BbibpaTb
"My3blkanbHbli_aHat@" nnu "pok2013" BmecTto "temal3";

3. Vcnonb3yn OAByxaTanHyk aBTopu3aumio. OTO Korga NoOMUMMO Naponsa HYy)XHO BBOAUTb KOA, NPUCbIIaeMblin
no SMS;

4. Bbibepu crnoxHbi naponb. [nsi Kaxaoro noYToBOro siluka OOIMKEH ObiTb CBOM HadEeXHbIN, YCTONYMBBIV K
B3M1OMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb HanmMcaTb CaMOMY CBOW JTMYHbIA BONPOC, MCMNOSb3yN 3Ty BO3MOXHOCTb;

6. Micnonb3y HECKONbKO MOYTOBLIX ALWMKOB. [epBbi ANst YaCTHOW Nepennckn ¢ agpecartamm, KOTOpbIM Tbl
[oBepsiellb. OTO 3NEKTPOHHbIN aapec He Hado UCMOb30BaTb NpU permcTpauumn Ha popymax un canrax;

7. He oTkpbiBan chanrnbl 1 Apyrue BrOXeHUS B NUCbMax, JaXe eCrn OHU NPULLY OT TBOUX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABMASNN N oHn Tede atn danneoi;

8. MNocne okoH4yaHMs paboTbl Ha MOYTOBOM CEPBUCE NEPe 3aKkpbITUEM BKITaAKM C CanToM He 3abyab HaxaTb
Ha "Bbinti".

KnbepOynnuHr unu BupTyanbHoe u3gesaTenbcTBO

KnbepbynnuHr - npecrnegoBaHue cooOLleHVsIMUM, codepXalummn ockopbneHus, arpeccuio, 3anyrmBaHue;
XYINUraHCTBO; coLpmanbHoe GOMKOTUPOBAHME C MOMOLLbIO PasfUYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 60pbOEe € KNOEPOYIMHIOM:

1. He ©pocarncsa B 6oi. Jlyywmin cnocob: nocoBeToBaThCs Kak cebs BECTU U, €CNN HET TOro, K KOMY MOXHO
06paTUTbCs, TO BHa4arne ycrnokouTbesl. Ecnm Tbl HauyHeLb 0TBeYaTb OCKOPONEeHNAMIN Ha OCKOPONeHns, TO TOMbKO
ellle 6onblie pasoXxkellb KOHIIMKT;

2. YnpaBnsu cBoen knbeppenyTtaunen;




3. AHOHUMHOCTb B CETU MHUMas. CyIJJ,eCTByI'OT €rnocobbl BbISICHUTL, KTO CTOUT 3@ @aHOHUMHbIM adKKayHTOM;

4. He cTouNT BECTU XynuUraHckui obpas BMPTyanbHOM XWU3HU. NIHTEpPHET (huKCMpyeT BCe TBOM OENCTBUS U
COXpaHsieT ux. YaanuTb ux OyLoeT KpanHe 3aTpyaHUTENBHO;

5. Cobnitogai cBoto BUPTYyarbHYH YECTb CMOSOAY;

6. WrHopupyii eguHuyHbIM Heratue. OgHoOpas3oBble OCKOpPOMTENbHbIE COOGLLEHUS My4lle UrHOPUPOBaTh.
O6bI4HO arpeccus NpekpaLlaeTcs Ha HavanbHOW cTaauuy;

7. baH arpeccopa. B nporpamMmmax oOMeHa MrHOBEHHbLIMU COODLLEHNSMU, B COLManbHbIX CETAX €eCTb
BO3MOXHOCTb 6J'IOKVIpOBKl/I OoTnpaBKu coobLeHnn ¢ onpeaerneHHbIX aapecos;

8. Ecnu Tbl cBugeTenb knbepGynnvHra. TBou OeicTBYSA: BLICTYNUTL NPOTUB NpecriefoBaTtens, nokasartb eMy,
YTO ero OEenCTBMS OLIEHMBAIOTCA HEraTvBHO, NMoadepXaTb JKepTBY, KOTOPOW HyXHa Mcuxornorndyeckast nomoLlb,
COO0LLMTL B3POCIbIM O (haKTe arpeccuBHOIO NMOBEAEHUS B CETU.

Mo6unbHbIW TenedoH

CoBpeMeHHble cMapTdOHLI 1 NaHWeTbl cogepxaT B cebe BnomnHe B3pocnbil oyHKUMOHAT, U TENepb OHU
MOrYT KOHKYpUpOBaTb CO CTaLMOHapHbIMU KoMnbloTepamu. OgHako, cpencTB 3awmTbl Ansi NOAOOHbBIX YCTPONCTB
noka o4YeHb marno. TeCcTupoBaHUEe 1 NOUCK YA3BUMOCTEN B HUX NPOUCXOLUT HE Tak MHTEHCUBHO, kak anga MK, To xe
camoe KacaeTcs ¥ MOBUIbHbIX NPUOXKEHNN.

CoBpeMeHHble MobOunbHble 6Gpay3epbl  YyXe nNpakTU4YeCcKM [OrHanum HacToNbHble aHanorM, OogHako
pacwmpeHme yHKUMOHana BrneyeT 3a cobon 60mbLIyto CAOXHOCTE U MEHbBLLYHO 3aLLULLEHHOCTb.

[aneko He BCe MPOW3BOAMTENM BbIMyCKalOT OOHOBMNEHWS, 3aKpblBalOLME KPUTUYECKME YA3BUMOCTU S
CBOUX YCTPOWCTB.

OcHoBHble coBeTbl st 6e3onacHOCTM MOBUIBHOro TenedoHa:

Hunyero He gBnsieTcss no-Hactosiwemy 6GecnnaTHbiM. Byab ocTopoxeH, Beob korga Tebe npegnaratot
GecnnaTHbIN KOHTEHT, B HEM MOTYT GbITb CKPbIThI Kakne-To nraTHble yCnyru;

HOyman, npexge yem otnpasutb SMS, ¢oTo unm Buaeo. Tbl TOYHO 3HaELWb, rae OHWM OyayT B KOHEYHOM
utore?

HeobxoamMmo 06HOBNATEL ONEpaLMOHHYK CUCTEMY TBOErO CMapTdoHa;
Vcnonb3yn aHTMBUPYCHbIE NporpaMmbl ANg MOBGUNbHbLIX TeNedOHOB;

He 3arpyxall npunoxeHus OT HEWU3BECTHOTO WCTOYHUKA, Bedb OHW MOryT cogepxaTb BpPefoOHOCHOE
nporpaMMHoe obecrneyeHue;

Mocne Toro kak Tbl BbIOELWb C canTa, rae BBOAMIT NIMYHYKO MHOpMauuio, 3aan B HacTponku bGpaysepa u
yoanu cookies;

Mepuoanyeckn Nnposepsan, kKakne nnaTHble YCrnyrin akTMBMpoOBaHbl HA TBOEM HOMEPE;

[asan cBon HOMep MOBUNBHOIO TeredoHa TONbKO NIAAM, KOTOPbIX Thl 3HAELLb U KOMY JOBEPSELLb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Thl UM He nonb3yellbes. He 3abbiBan nHorga npoBepsATb 3T0.
Online urpbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO Kpaco4YHble, 3axBaTbiBalOLME pasBrieyYeHusi, 00bEeaUHSIIoWMNE COTHU
TbICAY YernoBek Mo Bcemy Mupy. Wrpoku uccrnegyroT AaHHbIM UM Mup, obLiaTca Apyr C APYrOM, BbIMOMHANT
3a0aHNs1, CPaXKaTCs C MOHCTPaMM M NOoMy4atloT onbIT. 3a y40BONBCTBME OHU MATAT: NMOKYNaT AMCK, OMfiaqvMBaloT

aboHeMeHT nnu an06peTar0T Kakmne-To onuunn.

Bce oatu cpenocrtea wMAOyT Ha noggepxaHme wu pas3sButune Uurpbl, a TakKke Ha CcaMy ©e3onacHoCTb:
COBEPLUEHCTBYOTCA CUCTEMbI aBTOpPU3aL NN, BbIMyCKaOTCA HOBblE NaTyu (LJ,I/ICprBble 3arfiatkm an4a I'IpOFpaMM),




3aKpbIBAKTCA YA3BMMOCTUN CEPBEPOB.

B nonoGHbIX nrpax CTout onacatbCA He CTONIbKO CBOUX COMEpPHUMKOB, CKOJIbKO KpaXW TBOEro naponsd, Ha
KOTOPOM OCHOBaHa CUCTeMa aBTopusaunm OonblUMHCTBA urp.

OcHoBHELIe coBeTbl N0 6e30MacHOCTN TBOErO MrpoOBOIro akKayHTa:

1. Ecnun gpyroii urpok BegeT cebsa nnoxo unu cosgaet Tebe HENpUSITHOCTW, 3abrOKMPY ero B Crnicke
UrPOKOB;

2. I'Io>|<any|?109| agMUHUCTPaTopaM Urpbl Ha NIIOXoe nosegeHmne 3Toro Urpoka, XxenateribHO NPUNOXuTb Kakne-
TO AOKa3aTesibCTBa B BMOE CKPUHOB;

3. He ykasbiBan nu4Hyto Hdopmaumio B npodanne urpsbl;
4. YBaxan Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBai HeouumnaneHble NaTtyn n Moapl;

6. Vicnonb3yi cnoxHble U pasHble naponu;

7. Daxe BO BpeMsi Urpbl He CTOMT OTKMOYaTb aHTMBMpyC. [Moka Tbl urpaellb, TBOW KOMMbOTEP MOryT
3apasuTb.

PULWIKHT Unu KpaXxa NMUYHbIX AaHHbIX

O6blYHON KpaXken OeHer U LOKYMEHTOB CErodHs yXXe HUKOro He YAUBMLIb, HO C Pa3BUTUEM WHTEPHET-
TEXHOMNOMNI 3rI0YMBbILLITEHHUKN NEPEMECTUINCDE B UHTEPHET, N NPOAOIKaT 3aHMMaTbCs "nobumsiM” genom.

Tak nosiBunacb HoBas yrpo3a: MHTEPHET-MOLUEHHNYECTBA MU (OULLWHT, FMaBHas Lieflb KOTOPOro COCTOUT B
NonyyYeHnn KOHUAEHLMAmNbHbBIX OaHHbIX MOMb3oBaTeNen - NOrMHOB M Naponen. Ha aHrnumnckom asbike phishing
ynTaeTca kak puwmHr (ot fishing - peibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaeLlb, YTO TBOSI aHKeTa Obina B3nomMaHa, To Heobxoanmo
3abnokmMpoBaTh ee N CoobLNTL agMMHUCTPaTopam pecypca 06 3TOM Kak MOXHO CKopee;

2. Ncnonb3ayn 6e3onacHble Be6-canThbl, B TOM YKCE, MHTEPHET-MarasmHoOB U MOUCKOBLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponun. Takmm obpasom, ecnu 1ebst B3NOMAaKT, TO 310YMbILLITEHHUKM
nonyyar 4OCTyn TONbKO K OQHOMY TBOEMY Npodiusio B CETH, @ HE KO BCEM;

4. Ecnn Tebs B3nomManu, To Heobxogumo npeaynpeantb BCeX CBOMX 3HAKOMBbIX, KOTopble AobaBrneHbl y Tebs
B OpYy3bsX, O TOM, 4YTO TebSA B3noManu u, BO3MOXHO, OT TBOEro MMeHU OyaeT pacchinaTbCsa Cnam U CCbINKU Ha
oMLLMHIOBbIE CanThl;

5. YcTtaHoBu HagexHbi naponb (PIN) Ha MoBunbHbIN TenedoH;
6. OTKTO4M coxpaHeHre napons B 6pay3sepe;

7. He oTkpbiBai chanrnbl 1 Apyrue BrOXEHUS B NUCbMax, JaXe eCrn OHU NPULLNY OT TBOUX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABASANN N oHn Tede aTn dhannsol.

LUundposBan penyTtauusn

Lindposas penytauus - 9To HeraTMBHasi UM NO3MTUBHAsH MHopMauus B ceTn o Tebe. KomnpomeTtupyowas
nHdopMauus, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 0O6pa3oM OTpasnTbCA Ha TBOEW pearibHOWM XWU3HW.
"Lindposas penytaums” - aTo TBOW UMULXK, KOTOPbLIA hopMupyeTca 13 uHdopmauum o Tebe B MHTEpPHETE.

TBOE MECTO XUTENbCTBa, yqe6b|, TBOE (bI/IHaHCOBOG NonoXxeHne, 0CobeHHOCTH Xapaktepa 1 pacckasbl O
ONN3KUX - BCE 3TO HaKamnnMBaeTCsa B CETU.




MHorue NoAPOCTKN JIETKOMbICITEHHO OTHOCATCA K ny6n|/n<au,|/||/1 TNNYHOWN I/IH(bOpMaLLI/II/I B VlHTepHeTe, He
NoHMMasi BO3MOXHbIX MOCNeACcTBUA. Tbl AaXe He CMOXelLlb AoragaTbCs O TOM, YTO (*)OTOFpa(*)Vlﬂ, pa3melleHHada 5
NeT Ha3afa, ctana Flpl/l‘-II/IHOIZ OTKa3a NPUHATb Tebs Ha pa60Ty.

KommeHTapum, pasmelleHne TBomx gotorpacuii U Apyrue OeidcTBUsS MOTYT He UCHE3HYTb Aaxe nocrne Toro,
KaK Tbl UX yAanuib. Tbl He 3Haellb, KTO COXpaHWUN 3Ty MHGOpMaLuio, nonana fu oHa B MOWCKOBbIE CUCTEMbI U
COXpaHumnach N oHa, a IMaBHoe: YTO NoAyMaloT O Tebe OKpyXatoLLme Noau, KoTopble HalagyT U yBUAST 3To. Hantu
MHDOPMaLMI0O MHOTO NET CMyCTsl CMOXET Jo6OoM - kak U3 4oOpbIX NOBYXOEHWiA, Tak U C HAMEPEHWEM NMPUYUHUTL
Bpen. 3TO MOXET GbITb KTO YrogHo.

OcHOBHble COBETbI MO 3aLumMTe LMPOBOI penyTauum:
1. Mopymaii, Npexae Yem 4YTo-To NyGrnkoBaTh M Nepedasath y cebsi B Griore unu B coumansHOn cetu;

2. B HacTporkax npoduns yCTaHOBM OrpaHUYeHMsi Ha MPOCMOTP TBOEro npodunst m ero CoaepXmmoro,
caenan ero Tonbko "ons apysen”;

3. He pa3meluain n He ykasbiBai MHpOPMaLMIO, KOTopasi MOXET KOro-nnbo ockopbnsite unu obuxars.

ABTOpCKOE npaBo

CoBpeMeHHbIe LIKOMNBbHUKM - aKTMBHbIE NONb3oBaTeNn UMAPOBOro npoctpaHcTea. OgHako ganeko He Bce
3HalT, YTO MOMb30BaHWE MHOrMMU BO3MOXHOCTAMW LudpoBoro mupa TpebyeT cobniogeHns npae Ha
NHTENNeKTYyarnbHyo COBCTBEHHOCTb.

TepMuH "MHTENNekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pasfnUYHbiM TBOPEHUSIM YErOBEYECKOro yma,
Ha4YnHas ¢ HOBbIX M30OpeTeHun 1 3HakoB, 0603HaYaloWMX COBCTBEHHOCTb Ha NMPOAYKTLI U YCNyrk, 1 3akaHyvBas
KHuramu, cdotorpadpumamm, KuHounbsmMamm 1 My3sblkanbHbIMU MPOVN3BEAEHNAMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTYyanbHyt0 COOCTBEHHOCTb HA NPOU3BEAEHNS HAyKKW, NUTepaTypbl
N UcKyccTBa. ABTOPCKME NMpaBa BbICTYMNalT B KA4eCTBE rapaHTMKM TOrO, YTO MHTENMEKTYyanbHbIA/TBOPYECKUA TPYL
aBTopa He OyaeT HanpacHbIM, 4acT eMy CnpaBeanvBble BO3MOXHOCTY 3apaboTaTh Ha pesynbTaTax CBOEro Tpyaa,
MomnyyYnTb W3BECTHOCTb W nNpu3HaHWe. HukTo 6e3 paspelleHusi aBTopa He MOXET BOCMpPOM3BOAUTL €ro
npounsBefeHne, pacrnpocTpaHsiTb, NyONMYHO AEMOHCTPMPOBaTbL, NpoAaBaTb, MMMNOPTUPOBATb, NyckaTb B MpOKaT,
NyGrnYHO NCNOMHATbL, NOKa3bIBaTb/UCMNOMHATL B achmnpe unu pasmewatb B VIHTepHeTe.

VMcnonb3oBaHune "nmMpaTckoro” nporpamMHOro obecneyeHms MoXeT NPUBECTU K MHOTMM pUCKaM: OT noTepu
OaHHbIX K TBOMM akkayHTam 40 GroKMpoBKM TBOErO YCTPOMWCTBA, rAe YCTAHOBMEHA HerneranbHas nporpamma. He
CTOUT Takke 3abblBaTb, YTO CYLLECTBYIOT flerasnbHble U 6ecnnaTHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETU.

O nopTane

CeTeBMYOK.p - TBOW [MaBHbIA COBETYMK B CeTW. 34ecCb Tbl MOXeELWb y3HaTb O Ge3onacHOCTM B CeTU
MOHATHBLIM M OOCTYMHbLIM A3bIKOM, & NMPU BO3HUKHOBEHUM KPUTUYECKOW CUTyaLumM obpaTuTbCsl 3a COBETOM. A Takke
MPUHATL Y4acThe B KOHKypcax M cTaTb CamblM LIMAPPOBbLIM rpaxkaaHnHoM!

MpunoxeHne N 3

NAMATKA Onsi POOQUTENEW OB MIH®OPMALIMOHHOW BEE3ONACHOCTU OETEN

OnpeneneHve TepMmnHa "nHdopMaumoHHas 6esonacHocTb aetein” copepxutcs B PegepanbHom 3akoHe N
436-$3 "O szawmrte geten oT UHOPMALMKM, NMPUYUHSIOWENA Bped WX 340POBLI0 U Pa3BUTUID", perynmpyroLmm
OTHOLLEHMS, CBA3AHHbIE C 3aLLMTON AeTEN OT MHpOpMaLUN, NPUYMHSIIOLLEN BPEA UX 300POBLI0 U (Mn) pasBUTKIO.
CornacHo AgaHHOMY 3akOHy "MH(opMaLMoHHas 6Ge3onacHoCcTb AeTen” - 3TO COCTOSHME 3allMLLEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBIN C NPUYNMHEHNEM MHGOPMaLMEN Bpeaa Ux 30opoBbo 1 (Mnn) U3nYecKomy,
NMCUXNYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-P3 vHbopmaumen, NpUUMHAKLWLEN Bpead 300POBbIO U (UNN) pasBUTUMIO




JeTel, aBnaeTcs:
1. nHdopMmauma, 3anpeLleHHas Ansa pacnpocTpaHeHua cpeaun aeTei;

2. vHopMauus, pacnpocTpaHeHne KOTOPOW OrpaHUdYeHo Ccpeau AeTen onpeferieHHbIX BO3PacTHbIX
KaTeropumn.

3. K uHdopmaumu, sanpeLLeHHon 4nsa pacnpocTpaHeHus cpean aeten, OTHOCUTCS:

4. wHopMauus, nobyxaawowas aeTert K CoBeplUeHUo OeWCTBUN, NPeacTaBnsAlWMX Yrpo3y WX XUSHU U
(Mnn) 300poBbIO, B T.4. NPUYMHEHUIO Bpedla CBOeMY 340P0Bbi0, CamoyGUIACTBY;

5. cnocoGHOCTb BbI3BaTb Y AeTel enaHue ynoTpebutb HapkoTuyeckue cpefcTBa, NCUXOTPOMHbIE U (Unu)
ofypMaHuBaloLMe BellecTBa, TabauyHble M3Oenusl, ankoronbHYld W CNUPTOCOAEpXallylo MpoAYKUMIO, MUBO U
HaMuTKX, U3roTaBNMBaeMble Ha €ro OCHOBE; MPUHATbL yyacThe B asapTHbIX WUrpax, 3aHMMaTbCsi NMPOCTUTYLMEN,
GpoasKHUYECTBOM WY MONPOLIaNHNYECTBOM;

6. O6OCHOBbIBaIOU.laF| mnu onpasgbiBarollad AOnNyCTUMOCTb Hacunma u (MJ'IM) )KECTOKOCTM nnbo
no6y>|q:|.atou.|,a$| OCyLLEeCTBNATb HAaCUIbCTBEHHbIE OENCTBUS MO OTHOLLEHWIO K NIOAAM U XKNBOTHbLIM;

7. oTpuuaroLwasa ceMeriHble LEHHOCTU 1 (hOPMUPYIOLLAs HEYBaXKeHWe K poguTensm u (Unu) Apyrum YreHam
ceMby;

8. onpasgbiBaroLlad npoTnuBonpaBHoOe nosegeHne;
9. cogepxawasn HeueH3ypHyo 6paHb;
10. cogepxawyan nHcpopmaumo nopHorpadmnyeckoro xapakrepa.

K wuHdopmauum, pacnpocTpaHeHMe KOTOPOW OrpaHUMYEeHO cpeau [LeTell OnpedeneHHoro BO3pacTa,
OTHOCUTCS:

1. nHopmaLms, NnpeacTaenaemasi B Buae U3obpaxeHust UM OnmcaHus XeCTOKOCTU, huanyeckoro n (unm)
MCUXMYECKOTO HAacCUNns, NPECTYNNEHNS U MHOTO aHTUOBLLLECTBEHHOIO AEUCTBIS;

2. BbI3blBawOLan y AeTeN CTpax, yXac MMM NaHuKy, B T.4. MpeAacTaBnsieMas B BuOe M300paxeHus unu
onucaHMs B YHWXKaloLWen 4ernoBedeckoe [OOCTOMHCTBO (hopMe HEHACWUIbCTBEHHOW CMepTH, 3aboneBaHus,
camoyOuMNCTBa, HECHACTHOrO Criyvasi, aBapum Unm katactpodbl 1 (Mnn) nx NOCNeacTBui;

3. npencraensiemMas B BuAe W300pakeHuUst WM OMMCaHMS MOSIOBbIX OTHOLUEHUM MeXay MY>XYMHOW U
YKEHLLIMHOM;

4. cogeprkallasi 6paHHbIe CNOBa M BblpaXXeHWs!, He OTHOCSLLMECS K HELLEH3YPHOW BpaHu.

C yyeToM aToro Bam npegnaratotcs npaBuna pabotbl B ceTM VHTEpHET Ans pasfMyHbIX BO3PacCTHbIX
KaTeropumi, cobnogeHne KoTopbIxX NO3BONUT o6ecneunts MHPOPMaLMOHHY0 Ge30MacHOCTb BalLUX AETe.

O6wue npasuna gnsa pogutenen

1. HesaBucmmo oT Bo3pacTta pebeHka ncnonb3yite nporpaMmMHoe obecrneveHune, nomorarollee hunbTpoBaTb
N KOHTPONMPOBaTb MHAOPMALMIO, HO HEe MofaranTecb NMOMHOCTLIO Ha Hero. Balwe BHMMaHuWe K pebeHKy - rmaBHbIv
METOA 3alUnThI.

2. Ecnu Baw pebeHOK MMeeT akkayHT Ha OOHOM M3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMATENbLHO U3y4nTe, Kakyto MHOPMALMIO MOMELLAIT €ro y4acTHUKU B CBOMX NPOUMSX 1
Onorax, Bkntovasi goTtorpadum u BUAEO.

3. lMpoBepbTe, C KakMMU OPYrMMW CaWTamMn CBsi3aH couumanbHbii cepBuc Bawero pebenka. CTpaHuuku
Bawwero pebeHka moryT ObiTe 6€30MacHbIMK, HO MOTYT U COAEPXKAaTb CCbINIKA HA HEXernaTenbHbIE U OMacHble CanThl
(HanpvmMep, NOPHOCaNT, UNKN CalT, HA KOTOPOM APYr YNOMWHAET HOMeEpP COTOBOro TenedgoHa Bawero pebeHka unu
Baw gomalwwHuin agpec)

4. MoowpsanTe Baluunx geteir coobluate 060 BCeM CTPaHHOM UMW OTTankuBaloWEeM U He CMMWLLKOM OCTPO




pearMpyVlTe, Korga OHu 31O aenakwT (|/|3-3a onaceHuna noTepATb 40CTyN K MHTepHeTy OEeTN He ToBOpAT poanTenam
(¢} r|p06nemax, a TaKke MOryT HadaTb UCNOoJ1b30BaTb MHTepHeT BHE AOMa n LIJKO.I'IbI).

5. BygbTe B Kypce ceTeBoW Xu3Hn Bawero pebeHka. VIHTepecyiTech, KTo Ux opy3bsi B VIHTEPHET Tak e, Kak
NHTepecyeTecChb pearbHbIMU OPY3bAMU.

BospacTt ot 7 go 8 net

B WMHTepHeTe pebeHOK cTapaeTcs MOCETUTb Te WM UHble CcaiiTbl, 8 BO3MOXHO M YaTbl, pa3pelleHne Ha
nocelLeHne KOTOopbIX OH He nonyyun 6bl OT poawTenei. Moatomy poauTensam ocobeHHO nornesHbl GyayT Te
OTYeTbl, KOTOpble MpPeaoCTaBnsATCA MNporpaMMamMy MO OrpaHUYEHW0  UCMonb3oBaHus MHTepHeTa, T.e.
PoauTenbckuii KOHTPOIMb UMK TO, YTO Bbl CMOXETE YBUAETH BO BpEMEHHbIX (hainax. B pesynbTtate, y peGeHka He
OyZeT OLLyLIEeHUs, YTO 33 HUM BeHeTCs MOCTOSHHbIN KOHTPOMb, OfHaKo, poguTeny ByayT Mo-npexHemy 3HaTb,
Kakue caiiTbl nocewiaet ux peGeHok. [eTu B AaHHOM Bo3pacTe oGnagalT CUMbHBIM YYBCTBOM CEMbM, OHM
[OBEPYMBBI U HE COMHeBawTcs B aBTopuTeTax. OHM nOGAT urpaTe B CeTeBble Urpbl U MyTewwecTBoBaTb MO
NHTEpHETY, NCMOSb3ys 3NEKTPOHHYIO MOYTY, 3aX0AMTb Ha CaiThbl U YaTbl, HE PeKOMEHA0BaHHbIE POAUTENSMU.

CoBeThl No 6e3onacHocT B ceTh IHTepHeT gns neten 7 - 8 net

1. Cos3ganite cnucok AoMallHMX npaBun nocelleHus MHTepHeTa npu ydactmm geten un Tpebymnte ero
BbINOSTHEHUA.

2. Tpebynte ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxoXaeHWUs 3a KoMnbloTepoM. [NMokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HAM He noTomy 4YTo Bam 3710 xo4eTtcs, a notomy 4to Bbl 6ecnokontech 0 ero
BesonacHocTu 1 Bcerga rotoBbl €My MOMOYb.

3. KomnbloTep ¢ nogknoveHnem K NHTEpHETY OOSMKEeH HaxoauTbCs B OOLWen KomMHaTe nog NpUCMOTPOM
poguTenen.

4. Ncnonb3ynTe cneunanbHble 4eTCKME MOMCKOBbIE MaLUUHbI.

5. Ncnonb3yinte cpeactea OGrokMpoBaHUS HEXeNaTenbHOIrO KOHTEHTa KakK OOMOSIHEHWE K CTaHOapTHOMY
PoguTtenbckomy KOHTPOSHO.

6. Cosfgainte ceMenHbl ANEKTPOHHbBIN ALUK, 4TOObI HE NO3BONUTL AETAM UMETb COBCTBEHHLIE adpeca.

7. BnokmpyiTte goctyn k cantam ¢ 6ecnnaTHbIMW MOYTOBLIMM SLLMKAMM C MOMOLLBI COOTBETCTBYHOLLENO
NporpaMmMHOro obecneyeHus.

8. Mpuyunte pgeten coeetToBaTbcA ¢ Bamn nepen onybnmkoBaHMEM KakoW-nMbo mHdopmMaumm cpeactsamm
3NEKTPOHHON NOYTbI, YaTOB, PErMCTPaLMOHHBLIX OOPM 1 Npodunen.

9. Hayuute geten He 3arpyxaTb hannbl, nporpammbl nnv My3blky 6e3 Ballero cornacusi.
10. He paspeluante geTsam Ucnonb3oBaTth Cy0Obl MTHOBEHHOrO 06MeHa coobLLeHVAMM.

11. B "Genbit" cnucok canToB, pa3peLUeHHbIX [Of1s1 MOCELLEHUs, BHOCUTE TONbKO CalTbl C XOpOLUEWN
penyTauuen.

12. He 3abbiBariTe 6ecegoBaTh C AeTbMU 06 X Apy3bsax B MIHTepHeTe, kak ecnn Obl peyb Wwna o Apy3bsx B
pearnbHON XN3HW.

13. He genavite "taby" n3 BONpoCcOB MNOSTIOBOM XM3HW, TaK Kak B IHTEpHETE AETU MOTYT NIErKO HAaTKHYTbCS Ha
nopHorpaduio nnu canTbl "gnga B3pocrbIX".

14. MNpwnyunte Bawero pebeHka coobate Bam 0 NOObIX yrpo3ax unm TpeBorax, CBsA3aHHbIX C VIHTepHeToM.
OcTtaBainTecb CMOKOWHLIMU U HAMOMHUTE OETSAM, YTO OHM B GE30MacHOCTW, eCnn cammn pacckas3ann BaMm O CBOUX
TpeBorax. [oxBanute nx n NOCOBETYWATE NOQONTM eLle pa3 B NOJ0OHbIX Cryyasix.

BospacT geten ot 9 no 12 nert

B paHHOM BO3pacTte OEeTU, KaK NnpaBuIio, Yyxe HacClbillaHbl O TOM, KaKad I/IH(bOpMaLI,I/IFI cyulectByeT B
MHTepHeTe. COBepLIJeHHO HOpMalibHO, YTO OHU XOTAT 3TO YyBUAETb, NMPOYeCTb, YClbllLaTb. I'Ipvl 3TOM HYXXHO




NMOMHUTb, YTO AOCTYyNn K HeXenartellbHbiIM MaTtepuanamMm MOXHO Jierko 3a6ﬂ0KI/IpOBaTb npun nomowin cpencts
Poauntenbsckoro KOHTpPOIA.

CoBeTbl N0 be3onacHocT Anga aeten ot 9 Ao 12 net

1. CospganTe CNMCOK AOMAaLIHMX npaBun noceweHnss WMHTepHeT npu ydactun geten n Tpebynte ero
BbINOSTHEHUA.

2. Tpebyiite oT Bawwero pebeHka cobnogeHns HOpM HaXOXAEHWUST 32 KOMMBIOTEPOM.

3. HabniopanTte 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, NOKaXuTe emy, 4YTo Bbl BecnokouTechb 0O ero
6e30nacHOCTM 1 Bceraa rotoBbl Oka3aTb €My NMOMOLLb.

4. KomnbloTep € nogknioveHnem B VIHTEpHET JOrmKeH HaxoauTbCst B OOLLen KOMHaTe nog mpucMOTPOM
poauTenen.

5. |/|CI'IOJ'II:>3yl71Te cpenctea 6J'IOKI/1pOBaHI/1$| HeXenaTternibHOro KOHTEeHTa KaK AOOMNOofIHeHMe K CTaHOapTHOMY
PODMTeJ‘IbCKOMy KOHTPOIHO.

6. He 3abbiBaliTe npuHMMaTb HENOCPEACTBEHHOE y4acTue B XM3HU pebeHka, 6ecegoBaTtb C AeTbMu 06 Mx
apy3bsx B HTepHeTe.

7. HactanBante, 4TOObl A€TW HUKOr4A HE cornawlanmncb Ha NYHbIe BCTPEYM C Apy3bsaMu Mo VIHTEepHeTY.
8. MNo3BonsanTe geTam 3axoguTb TOMbKO Ha canThbl U3 "6enoro” cnucka, KoTopbIn co3ganTe BMECTE C HUMM.

9. MpuyynTte geTen HUKOrA4a He BblAaBaTb NMUYHYI0 MHAOPMALMIO CpeacTBaMy SNEKTPOHHOW NOYThLI, YaToB,
CUCTEM MIHOBEHHOro 0OMeHa COOBLLEHNSIMN, PETMCTPALMOHHBLIX (DOPM, NMUYHBLIX NPOOUIIEN MU MPU PErMcTpauun Ha
KOHKypcCbl B VIHTEpHETE.

10. MpuyunTe geten He 3arpyxartb nporpammbl 6e3 Bawero paspeweHnsa. O6bACHUTE UM, YTO OHU MOryT
CryYarHo 3arpy3unTb BUPYCbl NN pYroe HexenartenbHoe nporpammHoe obecneyeHue.

11. Cosgante Bawemy pebeHKy orpaHMYeHHYH0 YY4EeTHY0 3annch Ansi paboTbl HAa KOMMbIOTEpPE.

12. MpunyumnTe Bawero pebeHka coobLiaTe BaMm O NOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanoMHuTe aetam, 4To oHM B 6€30MacHOCTM, ECMM CaMu pacckasanu Bam O CBOMX TPEBOrax M OrnaceHusix.

13. Pacckaxute getsim o nopHorpadgpumn B IHTepHeTe.

14. HactanBante Ha ToMm, YTOObLI AeTW NPeaoCTaBNsANM BaM OOCTYN K CBOEW 3reKTPOHHOW noyTe, YTobbl Bbl
y6eamnmcb, YTO OHU He obLLalTCsl C HE3HaAKOMLaMM.

15. O6BbsACHUTE OETAM, YTO HEMb3s UCMONb30BaTh CETb ANIA XYNUraHCTBa, PacnpoCTpaHeHUs! CrifieTeH unu
yrpos.

Bo3spacT geten ot 13 po 17 ner

B aTOM BO3pacTe nMogpoCTKM akTUBHO MCMOSb3YIOT NMOUCKOBLIE MaLUVHbI, MOMb3YHTCA 3MEKTPOHHOM MOYTOW,
cny>x6aMmm MrHOBEHHOro obmMeHa COOOLLEHUsIMU, CKauMBaloT My3blky M purbmbl. Manbynkam B 3TOM BO3pacTe
Gonblle MO HpaBy CMeTaTb BCE OrpaHWYeHusl, OHW >XaxkdyT rpyGoro loMopa, asapTHbIX Wrp, KapTUHOK "ans
B3pocnbix". [eBoYkM npednouyntaloT obLaTbCsa B 4aTtax, NpuM 9TOM OHWM ropas3go Gonee 4YyBCTBUTENbHbI K
cekcyarbHbIM goMoraTenbcTBam B VIHTEpHeTe.

3ayacTylo B JaHHOM BO3pacTe POAUTENSM YXE BeCbMa CIOXHO KOHTPONMPOBATbL CBOWMX AETEN, Tak Kak 06
VIHTEpHETE OHM YyXe 3HalT 3HAYMTENbHO Gonblle CBOMX poguTenen. TemM He MeHee, He OTMycKanuTe OeTen B
"cBobogHoe nnaBaHue" no MHtepHeTy. CTapanTeck akTMBHO y4acTBoBaTh B 00weHnn pebeHka B MIHTepHeTe.

BaxHo no-npexHemy cTporo cobniogaTe npaBuna WMHTepHeT-6e3onacHoCTM - cornalleHue  Mexay
poautensamu u getbMu. Kpome Toro, HeoGXOAMMO Kak MOXHO 4allle NMpocMaTpuBaTh OTYETbl O OEATENIbHOCTM
neteit B WNHtepHete. CrniegyeT o6paTWTb BHMMaHMe Ha HEOOXOAMMOCTb COOEepXKaHWUs POAMTENbCKMX Maporen
(naponei agMMHUCTPATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMaHWE Ha CTPOrocTb 3TUX Naposei.




CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 o 17 net

1. Co3ganTe CMMCOK OOMaLUHUX MpaBuil MocelleHnss VIHTepHeTa Mpu ydacTuu MOAPOCTKOB U Tpebynte
©e3ycrnoBHOro ero BeinonHeHus. O6roeopute ¢ pebeHKoM CMMCOK 3anpeLLeHHbIX CanToB ("Y4epHbIn cnUcok"), Yachl
paboTbl B IHTEpHETE, pyKOBOACTBO Mo 0bLeHnto B IHTEpHETE (B TOM YuCriEe B YaTax).

2. KOMI'IbPOTep C NogKno4eHnem K cetun MHTepHeT JOMKEeH HaxoauTbCs B 06LLIEN KOMHATE.

3. He 3abbiBaitiTe GecenoBatb C AeTbMU 06 WX APYy3bsX B VIHTEpHETE, O TOM, YEM OHM 3aHATbl TaKUM
obpa3om, OyaTo peyb MaeT O Opy3bsix B pearibHoOW xu3HK. CrnpalinBante o nogsx, ¢ KOTopbiMU AeTU obLiatoTes
nocpeacTBoM Cryx6 MrHOBEHHOTrO 06MeHa COOBLLEHUAMMN, YTOOLI yOeanTbCs, YTO ST NMOAN UM 3HAKOMBI.

4, |/|CI'IOJ'II:>3yl71Te cpenctea 6J'IOKI/1p0BaHI/I9| HeXenaTeflbHOro KOHTEeHTa KaK AOONOfiHeHue K CTaHOapTHOMY
PODMTeJ‘IbCKOMy KOHTPOIO.

5. Heo6xop.|/1M0 3HaTb, KakKMMn 4YaTamMun Nonb3yHTCA Bawu petwn. |_|00I.Ll,pF|I;ITe ncnornb3oBaHne
MogepupyemMbix 4aToB U HacTauBalTe, YTOObI noeTn He O6LIJ.aJ'II/ICb B NpMBaTHOM peXxunme.

6. HactamnBaiite Ha TOM, YTOOb! OETU HUKOrga He BCTpeYalncb JIMYHO C APpYy3bAMU U3 CEeTU MHTepHeT.

7. MNpuyunte geten He BbigaBaTb CBOK NNYHYIO WHAOPMALMIO CpeacTBaMy 3fIEKTPOHHOW MOYTbl, YaToB,
CUCTEM MIHOBEHHOro 0bMeHa CooBLLEHNAMU, PermcTpaLMoHHbIX OPM, NNYHBIX NPodunen 1 Npu pernctpaumm Ha
KOHKypcbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHns. OBbACHUTE UM, YTO OHMU MOTyT
CryyYariHo 3arpy3unTb BUPYCbl UNW ApYyroe HexenartensHoe nporpammHoe obecneyeHue.

9. MNpwuyunTte Bawero pebeHka coobulaTe BaM O JOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MHTepHeTOoM.
HanoMHute aetam, 4Tto OHM B 6E€30MacHOCTM, ecnv camy pacckasanu BaMm, O CBOMX Yrpo3ax Wnu TpeBorax.
MoxBanute nx N NOCOBETYNTE NOAOWTHU eLle pa3 B NOSOOHbIX Cryvasx.

10. Pacckaxute getam o nopHorpacum B WHTepHeTe. [Nomornte mm 3awmtutbes OT cnama. Hayuute
MOAPOCTKOB He BblidaBaTb B WHTepHETe CBOEro pearnbHOrO SfEeKTPOHHOro ajpeca, He oOTBevyaTb Ha
HexxenaTtesnbHble MMCbMa M UCMOMNb30BaTh CrieyuarnbHbie NoYToBble OUNbTPLI.

11. MNpuydnte ceba 3HaKOMUTLCS C canTamm, KOTOPbIE MOCELLAOT NOAPOCTKN.

12. Hayunte geten yBaxaTb OpyrMx B MHTEpHETe. Y6eauTech, UTO OHM 3HAKOT O TOM, YTO NpaBuia XopoLlero
NoBeAEHN OENCTBYIOT BE3[e - faXe B BUPTyarnbHOM MUPE.

13. OObBbsAcCHUTE [eTaM, 4YTO HM B KOEM Chnyyae Henb3st ucnonb3oBatb CeTb AONns XyNMraHcTea,
pacnpocTpaHeHUsi CMETEH UMK Yrpo3 APYrMM NIOOSM.

14. Obcyaute ¢ nogpocTkaMmu npobrnembl CETEBLIX a3apTHbIX UTP U UX BO3MOXHbIA puck. HanomHute, 4to
OETN HE MOTYT UrpaTtb B 3TW UrPbl COTMIAaCHO 3aKOHY.

IMOCTOAHHO KOHTPONUPYWTE UCNoNb3oBaHne VHTepHeTa Bawum pebeHkom! 3To He HapyLleHne ero JIM4YHOro
NpOCTpaHCTBa, a Mepa NpegoCTOPOXHOCTU U NposiBreHne Ballen poantenbckon OTBETCTBEHHOCTU U 3a60Thl.
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